


Product Benefits

# Black Duck and Red Hat empower customers to gain control over open source
Synﬂpsys risks in their container images at scale.
- Automated container image scanning. Automatically scan and inventory all
open source in container images as they are utilized.

BLACKDUC < - Identify security vulnerabilities. [dentify and highlight any images that
= SYNOPSYS contain open source vulnerabilities based on Black Duck's KnowledgeBase™ -
the largest database of open source risk information available.

- Manage your open source risk. Flag container images that violate
predefined open source security policies.

- Continuously monitor your container images. Receive automated alerts
when any newly discovered vulnerabilities may affect container images
within your OpenShift cluster.

Use Cases

Black Duck for OpenShift helps IT Operations teams be proactive about managing their open
source risk.

Scale your open source security strategy to gain automated visibility into open source risk in
your OpenShift cluster.

Be the first to know about newly discovered open source vulnerabilities if they are found in
your container images.

Annotate and label container images and pods to gain visibility into open source risks within
OpensShift.

Receive actionable remediation information to quickly patch vulnerabilities as they are
discovered.

Learn more about Synopsys:
https://www.synopsys.com/software-integrity.html|

Learn more about Black Duck by Synopsys:

https://www.synopsys.com/software-integrity/security-testing/software-composition-analysis.html

Learn more about Black Duck for OpenShift:
https://www.blackducksoftware.com/red-hat-openshift

Visit our blog:
https://www.synopsys.com/blogs/software-security
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